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Develop Azure compute solutions (30 questions)

Case Study (2 questions)

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you 

would like to complete each case. However, there may be additional case studies and sections on 

this exam. You must manage your time to ensure that you are able to complete all questions 

included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is 

provided in the case study. Case studies might contain exhibits and other resources that provide 

more information about the scenario that is described in the case study. Each question is 

independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your 

answers and to make changes before you move to the next section of the exam. After you begin a 

new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane 

to explore the content of the case study before you answer the questions. Clicking these buttons 

displays information such as business requirements, existing environment, and problem statements. 

When you are ready to answer a question, click the Question button to return to the question.

Current environment

Windows Server 2016 virtual machine

This virtual machine (VM) runs BizTalk Server 2016. The VM runs the following workflows:

Requirements

Shipping Logic app

The Shipping Logic app must meet the following requirements:
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 Support the ocean transport and inland transport workflows by using a Logic App.

 Support industry-standard protocol X12 message format for various messages including 

vessel content details and arrival notices.

 Secure resources to the corporate VNet and use dedicated storage resources with a fixed 

costing model.

 Maintain on-premises connectivity to support legacy applications and final BizTalk 

migrations.

Shipping Function app

Implement secure function endpoints by using app-level security and include Azure Active Directory 

(Azure AD).

REST APIs

The REST API’s that support the solution must meet the following requirements:

 Secure resources to the corporate VNet.

 Allow deployment to a testing location within Azure while not incurring additional costs.

 Automatically scale to double capacity during peak shipping times while not causing 

application downtime.

 Minimize costs when selecting an Azure payment model.

Shipping data

Data migration from on-premises to Azure must minimize costs and downtime.

Shipping website

Use Azure Content Delivery Network (CDN) and ensure maximum performance for dynamic content 

while minimizing latency and costs.

Issues

Windows Server 2016 VM

The VM shows high network latency, jitter, and high CPU utilization. The VM is critical and has not 

been backed up in the past. The VM must enable a quick restore from a 7-day snapshot to include in-

place restore of disks in case of failure.

Shipping website and REST APIs

The following error message displays while you are testing the website:

Failed to load http://test-shippingapi.wideworldimporters.com/: No 'Access-
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Control-Allow-Origin' header is present on the requested resource. Origin '
http://test.wideworldimporters.com/' is therefore not allowed access.

 Ocean Transport – This workflow gathers and validates container information including 

container contents and arrival notices at various shipping ports.

 Inland Transport – This workflow gathers and validates trucking information including fuel 

usage, number of stops, and routes.

The VM supports the following REST API calls:

 Container API – This API provides container information including weight, contents, and 

other attributes.

 Location API – This API provides location information regarding shipping ports of call and 

trucking stops.

 Shipping REST API – This API provides shipping information for use and display on the 

shipping website.

Shipping Data

The application uses MongoDB JSON document storage database for all container and transport 

information.

Shipping Web Site

The site displays shipping container tracking information and container contents. The site is located 

at http://shipping.wideworldimporters.com/

Proposed solution

The on-premises shipping application must be moved to Azure. The VM has been migrated to a new 

Standard_D16s_v3 Azure VM by using Azure Site Recovery and must remain running in Azure to 

complete the BizTalk component migrations. You create a Standard_D16s_v3 Azure VM to host 

BizTalk Server. The Azure architecture diagram for the proposed solution is shown below:
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Question 1

HOTSPOT

You need to configure Azure CDN for the Shipping web site.

Which configuration options should you use? To answer, select the appropriate options in the 

answer area.

NOTE: Each correct selection is worth one point.
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Question 2

HOTSPOT

You need to correct the VM issues.

Which tools should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Case Study (1 questions)
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Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you 

would like to complete each case. However, there may be additional case studies and sections on 

this exam. You must manage your time to ensure that you are able to complete all questions 

included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is 

provided in the case study. Case studies might contain exhibits and other resources that provide 

more information about the scenario that is described in the case study. Each question is 

independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your 

answers and to make changes before you move to the next section of the exam. After you begin a 

new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane 

to explore the content of the case study before you answer the questions. Clicking these buttons 

displays information such as business requirements, existing environment, and problem statements. 

When you are ready to answer a question, click the Question button to return to the question.

Background

City Power & Light company provides electrical infrastructure monitoring solutions for homes and 

businesses. The company is migrating solutions to Azure.

Current environment

Architecture overview

The company has a public website located at http://www.cpandl.com/. The site is a single-page web 

application that runs in Azure App Service on Linux. The website uses files stored in Azure Storage 

and cached in Azure Content Delivery Network (CDN) to serve static content.

API Management and Azure Function App functions are used to process and store data in Azure 

Database for PostgreSQL. API Management is used to broker communications to the Azure Function 

app functions for Logic app integration. Logic apps are used to orchestrate the data processing while 

Service Bus and Event Grid handle messaging and events.

The solution uses Application Insights, Azure Monitor, and Azure Key Vault.

Architecture diagram

The company has several applications and services that support their business. The company plans to

implement serverless computing where possible. The overall architecture is shown below.
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User authentication

The following steps detail the user authentication process:

Function app

RequestUserApproval.cs:
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1. The user selects Sign in in the website.

2. The browser redirects the user to the Azure Active Directory (Azure AD) sign in page.

3. The user signs in.

4. Azure AD redirects the user’s session back to the web application. The URL includes an access

token.

5. The web application calls an API and includes the access token in the authentication header. 

The application ID is sent as the audience (‘aud’) claim in the access token.

6. The back-end API validates the access token.

Requirements

Corporate website

 Communications and content must be secured by using SSL.

 Communications must use HTTPS.

 Data must be replicated to a secondary region and three availability zones.

 Data storage costs must be minimized.

Azure Database for PostgreSQL

The database connection string is stored in Azure Key Vault with the following attributes:

 Azure Key Vault name: cpandlkeyvault

 Secret name: PostgreSQLConn

 Id: 80df3e46ffcd4f1cb187f79905e9a1e8

The connection information is updated frequently. The application must always use the latest 

information to connect to the database.

Azure Service Bus and Azure Event Grid

 Azure Event Grid must use Azure Service Bus for queue-based load leveling.

 Events in Azure Event Grid must be routed directly to Service Bus queues for use in buffering.

 Events from Azure Service Bus and other Azure services must continue to be routed to Azure 

Event Grid for processing.

Security

 All SSL certificates and credentials must be stored in Azure Key Vault.

 File access must restrict access by IP, protocol, and Azure AD rights.

 All user accounts and processes must receive only those privileges which are essential to 

perform their intended function.
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Compliance

Auditing of the file updates and transfers must be enabled to comply with General Data Protection 

Regulation (GDPR). The file updates must be read-only, stored in the order in which they occurred, 

include only create, update, delete, and copy operations, and be retained for compliance reasons.

Issues

Corporate website

While testing the site, the following error message displays:
CryptographicException: The system cannot find the file specified.

Function app

You perform local testing for the RequestUserApproval function. The following error message 

displays:
'Timeout value of 00:10:00 exceeded by function: RequestUserApproval'

The same error message displays when you test the function in an Azure development environment 

when you run the following Kusto query:
FunctionAppLogs
| where FunctionName = = "RequestUserApproval"

Logic app

You test the Logic app in a development environment. The following error message displays:
'400 Bad Request'

Troubleshooting of the error shows an HttpTrigger action to call the RequestUserApproval function.

Code

Corporate website

Security.cs:

Question 3

You need to correct the RequestUserApproval Function app error.

What should you do?

 Update line RA13 to use the async keyword and return an HttpRequest object value.

 Configure the Function app to use an App Service hosting plan. Enable the Always On

setting of the hosting plan.

 Update the function to be stateful by using Durable Functions to process the request 

payload.

 Update the functionTimeout property of the host.json project file to 15 minutes.
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Case Study (1 questions)
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Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you 

would like to complete each case. However, there may be additional case studies and sections on 

this exam. You must manage your time to ensure that you are able to complete all questions 

included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is 

provided in the case study. Case studies might contain exhibits and other resources that provide 

more information about the scenario that is described in the case study. Each question is 

independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your 

answers and to make changes before you move to the next section of the exam. After you begin a 

new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane 

to explore the content of the case study before you answer the questions. Clicking these buttons 

displays information such as business requirements, existing environment, and problem statements. 

When you are ready to answer a question, click the Question button to return to the question.

Background

You are a developer for Proseware, Inc. You are developing an application that applies a set of 

governance policies for Proseware’s internal services, external services, and applications. The 

application will also provide a shared library for common functionality.

Requirements

Policy service

You develop and deploy a stateful ASP.NET Core 2.1 web application named Policy service to an 

Azure App Service Web App. The application reacts to events from Azure Event Grid and performs 

policy actions based on those events.

The application must include the Event Grid Event ID field in all Application Insights telemetry.

Policy service must use Application Insights to automatically scale with the number of policy actions 

that it is performing.

Policies

Log policy

All Azure App Service Web Apps must write logs to Azure Blob storage. All log files should be saved to

a container named logdrop. Logs must remain in the container for 15�days.
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Authentication events

Authentication events are used to monitor users signing in and signing out. All authentication events 

must be processed by Policy service. Sign outs must be processed as quickly as possible.

PolicyLib

You have a shared library named PolicyLib that contains functionality common to all ASP.NET Core 

web services and applications. The PolicyLib library must:
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LoginEvent.cs

Relevant portions of the app files are shown below. Line numbers are included for reference only and

include a two-character prefix that denotes the specific file to which they belong.

 Exclude non-user actions from Application Insights telemetry.

 Provide methods that allow a web service to scale itself.

 Ensure that scaling actions do not disrupt application usage.

Other

Anomaly detection service

You have an anomaly detection service that analyzes log information for anomalies. It is 

implemented as an Azure Machine Learning model. The model is deployed as a web service. If an 

anomaly is detected, an Azure Function that emails administrators is called by using an HTTP 

WebHook.

Health monitoring

All web applications and services have health monitoring at the /health service endpoint.

Issues

Policy loss

When you deploy Policy service, policies may not be applied if they were in the process of being 

applied during the deployment.

Performance issue

When under heavy load, the anomaly detection service undergoes slowdowns and rejects 
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connections.

Notification latency

Users report that anomaly detection emails can sometimes arrive several minutes after an anomaly 

is detected.

App code

EventGridController.cs

Relevant portions of the app files are shown below. Line numbers are included for reference only and

include a two-character prefix that denotes the specific file to which they belong.

Question 4

You need to resolve a notification latency issue.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

 Set Always On to true.

 Ensure that the Azure Function is using an App Service plan.

 Set Always On to false.

 Ensure that the Azure Function is set to use a consumption plan.
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Question 5

DRAG DROP

You are developing an application to use Azure Blob storage. You have configured Azure Blob storage

to include change feeds.

A copy of your storage account must be created in another region. Data must be copied from the 

current storage account to the new storage account directly between the storage servers.

You need to create a copy of the storage account in another region and copy the data.

In which order should you perform the actions? To answer, move all actions from the list of actions 

to the answer area and arrange them in the correct order.



 

19 Licensed to Berend Post berend.post@it-university.nl

Question 6

HOTSPOT

You are developing an ASP.NET Core web application. You plan to deploy the application to Azure 

Web App for Containers.

The application needs to store runtime diagnostic data that must be persisted across application 

restarts. You have the following code:

You need to configure the application settings so that diagnostic data is stored as required.

How should you configure the web app’s settings? To answer, select the appropriate options in the 

answer area.

NOTE: Each correct selection is worth one point.
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Question 7

You are developing a web app that is protected by Azure Web Application Firewall (WAF). All traffic 

to the web app is routed through an Azure Application Gateway instance that is used by multiple 

web apps. The web app address is contoso.azurewebsites.net.

All traffic must be secured with SSL. The Azure Application Gateway instance is used by multiple web 

apps.

You need to configure the Azure Application Gateway for the web app.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

 In the Azure Application Gateway’s HTTP setting, enable the Use for App service

setting.

 Convert the web app to run in an Azure App service environment (ASE).

 Add an authentication certificate for contoso.azurewebsites.net to the Azure 

Application Gateway.

 In the Azure Application Gateway’s HTTP setting, set the value of the Override 

backend path option to contoso22.azurewebsites.net.

Question 8

HOTSPOT

You are implementing a software as a service (SaaS) ASP.NET Core web service that will run as an 

Azure Web App. The web service will use an on-premises SQL Server database for storage. The web 

service also includes a WebJob that processes data updates. Four customers will use the web service.

 Each instance of the WebJob processes data for a single customer and must run as a 

singleton instance.

 Each deployment must be tested by using deployment slots prior to serving production data.

 Azure costs must be minimized.

 Azure resources must be located in an isolated network.

You need to configure the App Service plan for the Web App.

How should you configure the App Service plan? To answer, select the appropriate settings in the 

answer area.

NOTE: Each correct selection is worth one point.
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Question 9

DRAG DROP

You are a developer for a software as a service (SaaS) company that uses an Azure Function to 

process orders. The Azure Function currently runs on an Azure Function app that is triggered by an 

Azure Storage queue.

You are preparing to migrate the Azure Function to Kubernetes using Kubernetes-based Event Driven

Autoscaling (KEDA).

You need to configure Kubernetes Custom Resource Definitions (CRD) for the Azure Function.

Which CRDs should you configure? To answer, drag the appropriate CRD types to the correct 

locations. Each CRD type may be used once, more than once, or not at all. You may need to drag the 

split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Question 10

HOTSPOT

You are creating a CLI script that creates an Azure web app and related services in Azure App Service.

The web app uses the following variables:

You need to automatically deploy code from GitHub to the newly created web app.

How should you complete the script? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Question 11

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You develop a software as a service (SaaS) offering to manage photographs. Users upload photos to a

web service which then stores the photos in Azure Storage Blob storage. The storage account type is 

General-purpose V2.

When photos are uploaded, they must be processed to produce and save a mobile-friendly version of

the image. The process to produce a mobile-friendly version of the image must start in less than one 

minute.

You need to design the process that starts the photo processing.

Solution: Trigger the photo processing from Blob storage events.

Does the solution meet the goal?

 Yes

 No
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Question 12

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen. 

You develop and deploy an Azure App Service API app to a Windows-hosted deployment slot named 

Development. You create additional deployment slots named Testing and Production. You enable 

auto swap on the Production deployment slot. 

You need to ensure that scripts run and resources are available before a swap operation occurs. 

Solution: Update the web.config file to include the applicationInitialization configuration element. 

Specify custom initialization actions to run the scripts. 

Does the solution meet the goal?

 No

 Yes

Question 13

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen. 

You develop and deploy an Azure App Service API app to a Windows-hosted deployment slot named 

Development. You create additional deployment slots named Testing and Production. You enable 

auto swap on the Production deployment slot. 

You need to ensure that scripts run and resources are available before a swap operation occurs. 

Solution: Enable auto swap for the Testing slot. Deploy the app to the Testing slot.

Does the solution meet the goal?

 No

 Yes
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Question 14

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen. 

You develop and deploy an Azure App Service API app to a Windows-hosted deployment slot named 

Development. You create additional deployment slots named Testing and Production. You enable 

auto swap on the Production deployment slot. 

You need to ensure that scripts run and resources are available before a swap operation occurs. 

Solution: Disable auto swap. Update the app with a method named statuscheck to run the scripts. 

Re-enable auto swap and deploy the app to the Production slot.

Does the solution meet the goal?

 No

 Yes



 

27 Licensed to Berend Post berend.post@it-university.nl

Question 15

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You develop a software as a service (SaaS) offering to manage photographs. Users upload photos to a

web service which then stores the photos in Azure Storage Blob storage. The storage account type is 

General-purpose V2.

When photos are uploaded, they must be processed to produce and save a mobile-friendly version of

the image. The process to produce a mobile-friendly version of the image must start in less than one 

minute.

You need to design the process that starts the photo processing.

Solution: Convert the Azure Storage account to a BlockBlobStorage storage account.

Does the solution meet the goal?

 Yes

 No
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Question 16

HOTSPOT

You are developing an Azure Web App. You configure TLS mutual authentication for the web app.

You need to validate the client certificate in the web app. To answer, select the appropriate options 

in the answer area.

NOTE: Each correct selection is worth one point.
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Question 17

DRAG DROP

You are developing a Docker/Go using Azure App Service Web App for Containers. You plan to run 

the container in an App Service on Linux. You identify a Docker container image to use.

None of your current resource groups reside in a location that supports Linux. You must minimize the

number of resource groups required.

You need to create the application and perform an initial deployment.

Which three Azure CLI commands should you use to develop the solution? To answer, move the 

appropriate commands from the list of commands to the answer area and arrange them in the 

correct order.
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Question 18

DRAG DROP

Fourth Coffee has an ASP.NET Core web app that runs in Docker. The app is mapped to the 

www.fourthcoffee.com domain.

Fourth Coffee is migrating this application to Azure.

You need to provision an App Service Web App to host this docker image and map the custom 

domain to the App Service web app.

A resource group named FourthCoffeePublicWebResourceGroup has been created in the WestUS 

region that contains an App Service Plan named AppServiceLinuxDockerPlan.

Which order should the CLI commands be used to develop the solution? To answer, move all of the 

Azure CLI commands from the list of commands to the answer area and arrange them in the correct 

order.
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Question 19

DRAG DROP

You are developing a serverless Java application on Azure. You create a new Azure Key Vault to work 

with secrets from a new Azure Functions application.

The application must meet the following requirements:

 Reference the Azure Key Vault without requiring any changes to the Java code.

 Dynamically add and remove instances of the Azure Functions host based on the number of 

incoming application events.

 Ensure that instances are perpetually warm to avoid any cold starts.

 Connect to a VNet.

 Authentication to the Azure Key Vault instance must be removed if the Azure Function 

application is deleted.

You need to grant the Azure Functions application access to the Azure Key Vault.

Which three actions should you perform in sequence? To answer, move the appropriate actions from

the list of actions to the answer area and arrange them in the correct order.
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Question 20

You develop a website. You plan to host the website in Azure. You expect the website to experience 

high traffic volumes after it is published.

You must ensure that the website remains available and responsive while minimizing cost.

You need to deploy the website.

What should you do?

 Deploy the website to a virtual machine. Configure the virtual machine to 

automatically scale when the CPU load is high.

 Deploy the website to an App Service that uses the Shared service tier. Configure the 

App Service plan to automatically scale when the CPU load is high.

 Deploy the website to a virtual machine. Configure a Scale Set to increase the virtual 

machine instance count when the CPU load is high.

 Deploy the website to an App Service that uses the Standard service tier. Configure 

the App Service plan to automatically scale when the CPU load is high.
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Question 21

HOTSPOT

A company is developing a Java web app. The web app code is hosted in a GitHub repository located 

at https://github.com/Contoso/webapp.

The web app must be evaluated before it is moved to production. You must deploy the initial code 

release to a deployment slot named staging.

You need to create the web app and deploy the code.

How should you complete the commands? To answer, select the appropriate options in the answer 

area.

NOTE: Each correct selection is worth one point.
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Question 22

HOTSPOT

You have a web service that is used to pay for food deliveries. The web service uses Azure Cosmos DB

as the data store.

You plan to add a new feature that allows users to set a tip amount. The new feature requires that a 

property named tip on the document in Cosmos DB must be present and contain a numeric value.

There are many existing websites and mobile apps that use the web service that will not be updated 

to set the tip property for some time.

How should you complete the trigger?

NOTE: Each correct selection is worth one point.
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Question 23

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You develop an HTTP triggered Azure Function app to process Azure Storage blob data. The app is 

triggered using an output binding on the blob.

The app continues to time out after four minutes. The app must process the blob data.

You need to ensure the app does not time out and processes the blob data.

Solution: Use the Durable Function async pattern to process the blob data.

Does the solution meet the goal?

 Yes

 No

Question 24

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You develop an HTTP triggered Azure Function app to process Azure Storage blob data. The app is 

triggered using an output binding on the blob.

The app continues to time out after four minutes. The app must process the blob data.

You need to ensure the app does not time out and processes the blob data.

Solution: Pass the HTTP trigger payload into an Azure Service Bus queue to be processed by a queue 

trigger function and return an immediate HTTP success response.

Does the solution meet the goal?

 Yes

 No
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Question 25

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You develop an HTTP triggered Azure Function app to process Azure Storage blob data. The app is 

triggered using an output binding on the blob.

The app continues to time out after four minutes. The app must process the blob data.

You need to ensure the app does not time out and processes the blob data.

Solution: Configure the app to use an App Service hosting plan and enable the Always On setting.

Does the solution meet the goal?

 Yes

 No
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Question 26

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You develop a software as a service (SaaS) offering to manage photographs. Users upload photos to a

web service which then stores the photos in Azure Storage Blob storage. The storage account type is 

General-purpose V2.

When photos are uploaded, they must be processed to produce and save a mobile-friendly version of

the image. The process to produce a mobile-friendly version of the image must start in less than one 

minute.

You need to design the process that starts the photo processing.

Solution: Move photo processing to an Azure Function triggered from the blob upload.

Does the solution meet the goal?

 Yes

 No

Question 27

You are developing an application that uses Azure Blob storage.

The application must read the transaction logs of all the changes that occur to the blobs and the blob

metadata in the storage account for auditing purposes. The changes must be in the order in which 

they occurred, include only create, update, delete, and copy operations and be retained for 

compliance reasons.

You need to process the transaction logs asynchronously.

What should you do?

 Process all Azure Blob storage events by using Azure Event Grid with a subscriber 

Azure Function app.

 Enable the change feed on the storage account and process all changes for available 

events.

 Process all Azure Storage Analytics logs for successful blob events.

 Use the Azure Monitor HTTP Data Collector API and scan the request body for 

successful blob events.
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Question 28

DRAG DROP

You plan to create a Docker image that runs an ASP.NET Core application named ContosoApp. You 

have a setup script named setupScript.ps1 and a series of application files including ContosoApp.dll.

You need to create a Dockerfile document that meets the following requirements:

 Call setupScripts.ps1 when the container is built.

 Run ContosoApp.dll when the container starts.

The Dockerfile document must be created in the same folder where ContosoApp.dll and 

setupScript.ps1 are stored.

Which five commands should you use to develop the solution? To answer, move the appropriate 

commands from the list of commands to the answer area and arrange them in the correct order.



 

39 Licensed to Berend Post berend.post@it-university.nl

Question 29

You are developing an Azure Function App that processes images that are uploaded to an Azure Blob 

container.

Images must be processed as quickly as possible after they are uploaded, and the solution must 

minimize latency. You create code to process images when the Function App is triggered.

You need to configure the Function App.

What should you do?

 Use an App Service plan. Configure the Function App to use an Azure Blob Storage 

input trigger.

 Use a Consumption plan. Configure the Function App to use an Azure Blob Storage 

trigger.

 Use a Consumption plan. Configure the Function App to use a Timer trigger.

 Use an App Service plan. Configure the Function App to use an Azure Blob Storage 

trigger.

 Use a Consumption plan. Configure the Function App to use an Azure Blob Storage 

input trigger.
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Question 30

HOTSPOT

You are configuring a new development environment for a Java application.

The environment requires a Virtual Machine Scale Set (VMSS), several storage accounts, and 

networking components.

The VMSS must not be created until the storage accounts have been successfully created and an 

associated load balancer and virtual network is configured.

How should you complete the Azure Resource Manager template? To answer, select the appropriate 

options in the answer area.

NOTE: Each correct selection is worth one point.



 

41 Licensed to Berend Post berend.post@it-university.nl

Question 31

HOTSPOT

You are developing an Azure Function App by using Visual Studio. The app will process orders input 

by an Azure Web App. The web app places the order information into Azure Queue Storage.

You need to review the Azure Function App code shown below.

NOTE: Each correct selection is worth one point.

Question 32

DRAG DROP

You are developing a solution for a hospital to support the following use cases:

 The most recent patient status details must be retrieved even if multiple users in different 

locations have updated the patient record.

 Patient health monitoring data retrieved must be the current version or the prior version.

 After a patient is discharged and all charges have been assessed, the patient billing record 

contains the final charges.

You provision a Cosmos DB NoSQL database and set the default consistency level for the database 
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account to Strong. You set the value for Indexing Mode to Consistent.

You need to minimize latency and any impact to the availability of the solution. You must override 

the default consistency level at the query level to meet the required consistency guarantees for the 

scenarios.

Which consistency levels should you implement? To answer, drag the appropriate consistency levels 

to the correct requirements. Each consistency level may be used once, more than once, or not at all. 

You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Question 33

HOTSPOT

You are configuring a development environment for your team. You deploy the latest Visual Studio 

image from the Azure Marketplace to your Azure subscription.

The development environment requires several software development kits (SDKs) and third-party 

components to support application development across the organization. You install and customize 

the deployed virtual machine (VM) for your development team. The customized VM must be saved 

to allow provisioning of a new team member development environment.

You need to save the customized VM for future provisioning.

Which tools or services should you use? To answer, select the appropriate options in the answer 

area.

NOTE: Each correct selection is worth one point.



 

44 Licensed to Berend Post berend.post@it-university.nl

Question 34

You are preparing to deploy a website to an Azure Web App from a GitHub repository. The website 

includes static content generated by a script.

You plan to use the Azure Web App continuous deployment feature.

You need to run the static generation script before the website starts serving traffic.

What are two possible ways to achieve this goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

 Add the path to the static content generation tool to 

WEBSITE_RUN_FROM_PACKAGE setting in the host.json file.

 Add a PreBuild target in the websites csproj project file that runs the static content 

generation script.

 Create a file named run.cmd in the folder /run that calls a script which generates the 

static content and deploys the website.

 Create a file named .deployment in the root of the repository that calls a script which

generates the static content and deploys the website.
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Develop for Azure storage (15 questions)

Case Study (3 questions)
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Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you 

would like to complete each case. However, there may be additional case studies and sections on 

this exam. You must manage your time to ensure that you are able to complete all questions 

included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is 

provided in the case study. Case studies might contain exhibits and other resources that provide 

more information about the scenario that is described in the case study. Each question is 

independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your 

answers and to make changes before you move to the next section of the exam. After you begin a 

new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane 

to explore the content of the case study before you answer the questions. Clicking these buttons 

displays information such as business requirements, existing environment, and problem statements. 

When you are ready to answer a question, click the Question button to return to the question.

Background

Overview

You are a developer for Contoso, Ltd. The company has a social networking website that is developed

as a Single Page Application (SPA). The main web application for the social networking website loads 

user uploaded content from blob storage. 

You are developing a solution to monitor uploaded data for inappropriate content. The following 

process occurs when users upload content by using the SPA:

• Messages are sent to ContentUploadService. 

• Content is processed by ContentAnalysisService. 

• After processing is complete, the content is posted to the social network or a rejection message is 

posted in its place. 

The ContentAnalysisService is deployed with Azure Container Instances from a private Azure 

Container Registry named contosoimages. 

The solution will use eight CPU cores.

Azure Active Directory

Contoso, Ltd. uses Azure Active Directory (Azure AD) for both internal and guest accounts.
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Requirements

ContentAnalysisService

The company’s data science group built ContentAnalysisService which accepts user generated 

content as a string and returns a probable value for inappropriate content. Any values over a specific 

threshold must be reviewed by an employee of Contoso, Ltd.

You must create an Azure Function named CheckUserContent to perform the content checks.

Costs

You must minimize costs for all Azure services.

Manual review

To review content, the user must authenticate to the website portion of the ContentAnalysisService 

using their Azure AD credentials. The website is built using React and all pages and API endpoints 

require authentication. In order to review content a user must be part of a ContentReviewer role. All 

completed reviews must include the reviewer’s email address for auditing purposes.

High availability

All services must run in multiple regions. The failure of any service in a region must not impact 

overall application availability.

Monitoring

An alert must be raised if the ContentUploadService uses more than 80 percent of available CPU 

cores.

Security

You have the following security requirements:
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 Any web service accessible over the Internet must be protected from cross site scripting 

attacks.

 All websites and services must use SSL from a valid root certificate authority.

 Azure Storage access keys must only be stored in memory and must be available only to the 

service.

 All Internal services must only be accessible from internal Virtual Networks (VNets).

 All parts of the system must support inbound and outbound traffic restrictions.

 All service calls must be authenticated by using Azure AD.
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User agreements

When a user submits content, they must agree to a user agreement. The agreement allows 

employees of Contoso, Ltd. to review content, store cookies on user devices, and track user’s IP 

addresses.

Information regarding agreements is used by multiple divisions within Contoso, Ltd.

User responses must not be lost and must be available to all parties regardless of individual service 

uptime. The volume of agreements is expected to be in the millions per hour.

Validation testing

When a new version of the ContentAnalysisService is available the previous seven days of content 

must be processed with the new version to verify that the new version does not significantly deviate 

from the old version.

Issues

Users of the ContentUploadService report that they occasionally see HTTP 502 responses on specific 

pages.

Code

ContentUploadService

Question 35

You need to configure the ContentUploadService deployment.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

 Add the following markup to line CS23:
type: Private

 Add the following markup to line CS24: 
osType: Windows

 Add the following markup to line CS24: 
osType: Linux

 Add the following markup to line CS23: 
type: Public
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Question 36

You need to store the user agreements.

Where should you store the agreement after it is completed?

 Azure Storage queue

 Azure Event Hub

 Azure Service Bus topic

 Azure Event Grid topic

Question 37

HOTSPOT

You need to implement the bindings for the CheckUserContent function.

How should you complete the code segment? To answer, select the appropriate options in the 

answer area.

NOTE: Each correct selection is worth one point.
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Case Study (1 questions)
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Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you 

would like to complete each case. However, there may be additional case studies and sections on 

this exam. You must manage your time to ensure that you are able to complete all questions 

included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is 

provided in the case study. Case studies might contain exhibits and other resources that provide 

more information about the scenario that is described in the case study. Each question is 

independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your 

answers and to make changes before you move to the next section of the exam. After you begin a 

new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane 

to explore the content of the case study before you answer the questions. Clicking these buttons 

displays information such as business requirements, existing environment, and problem statements. 

When you are ready to answer a question, click the Question button to return to the question.

Background

City Power & Light company provides electrical infrastructure monitoring solutions for homes and 

businesses. The company is migrating solutions to Azure.

Current environment

Architecture overview

The company has a public website located at http://www.cpandl.com/. The site is a single-page web 

application that runs in Azure App Service on Linux. The website uses files stored in Azure Storage 

and cached in Azure Content Delivery Network (CDN) to serve static content.

API Management and Azure Function App functions are used to process and store data in Azure 

Database for PostgreSQL. API Management is used to broker communications to the Azure Function 

app functions for Logic app integration. Logic apps are used to orchestrate the data processing while 

Service Bus and Event Grid handle messaging and events.

The solution uses Application Insights, Azure Monitor, and Azure Key Vault.

Architecture diagram

The company has several applications and services that support their business. The company plans to

implement serverless computing where possible. The overall architecture is shown below.
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User authentication

The following steps detail the user authentication process:

Function app

RequestUserApproval.cs:
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1. The user selects Sign in in the website.

2. The browser redirects the user to the Azure Active Directory (Azure AD) sign in page.

3. The user signs in.

4. Azure AD redirects the user’s session back to the web application. The URL includes an access

token.

5. The web application calls an API and includes the access token in the authentication header. 

The application ID is sent as the audience (‘aud’) claim in the access token.

6. The back-end API validates the access token.

Requirements

Corporate website

 Communications and content must be secured by using SSL.

 Communications must use HTTPS.

 Data must be replicated to a secondary region and three availability zones.

 Data storage costs must be minimized.

Azure Database for PostgreSQL

The database connection string is stored in Azure Key Vault with the following attributes:

 Azure Key Vault name: cpandlkeyvault

 Secret name: PostgreSQLConn

 Id: 80df3e46ffcd4f1cb187f79905e9a1e8

The connection information is updated frequently. The application must always use the latest 

information to connect to the database.

Azure Service Bus and Azure Event Grid

 Azure Event Grid must use Azure Service Bus for queue-based load leveling.

 Events in Azure Event Grid must be routed directly to Service Bus queues for use in buffering.

 Events from Azure Service Bus and other Azure services must continue to be routed to Azure 

Event Grid for processing.

Security

 All SSL certificates and credentials must be stored in Azure Key Vault.

 File access must restrict access by IP, protocol, and Azure AD rights.

 All user accounts and processes must receive only those privileges which are essential to 

perform their intended function.
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Compliance

Auditing of the file updates and transfers must be enabled to comply with General Data Protection 

Regulation (GDPR). The file updates must be read-only, stored in the order in which they occurred, 

include only create, update, delete, and copy operations, and be retained for compliance reasons.

Issues

Corporate website

While testing the site, the following error message displays:
CryptographicException: The system cannot find the file specified.

Function app

You perform local testing for the RequestUserApproval function. The following error message 

displays:
'Timeout value of 00:10:00 exceeded by function: RequestUserApproval'

The same error message displays when you test the function in an Azure development environment 

when you run the following Kusto query:
FunctionAppLogs
| where FunctionName = = "RequestUserApproval"

Logic app

You test the Logic app in a development environment. The following error message displays:
'400 Bad Request'

Troubleshooting of the error shows an HttpTrigger action to call the RequestUserApproval function.

Code

Corporate website

Security.cs:

Question 38

HOTSPOT

You need to configure the Account Kind, Replication, and Storage tier options for the corporate 

website’s Azure Storage account.

How should you complete the configuration? To answer, select the appropriate options in the dialog 

box in the answer area.

NOTE: Each correct selection is worth one point.
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Question 39

You develop Azure solutions.

You must connect to a No-SQL globally-distributed database by using the .NET API.

You need to create an object to configure and execute requests in the database.

Which code segment should you use?

 new Container(EndpointUri, PrimaryKey);

 new Database(EndpointUri, PrimaryKey);

 new CosmosClient(EndpointUri, PrimaryKey);
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Question 40

DRAG DROP

You are developing a new page for a website that uses Azure Cosmos DB for data storage. The 

feature uses documents that have the following format:

You must display data for the new page in a specific order. You create the following query for the 

page:

You need to configure a Cosmos DB policy to support the query.

How should you configure the policy? To answer, drag the appropriate JSON segments to the correct 

locations. Each JSON segment may be used once, more than once, or not at all. You may need to drag

the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Question 41

HOTSPOT

You are building a traffic monitoring system that monitors traffic along six highways. The system 

produces time series analysis-based reports for each highway. Data from traffic sensors are stored in 

Azure Event Hub.

Traffic data is consumed by four departments. Each department has an Azure Web App that displays 

the time series-based reports and contains a WebJob that processes the incoming data from Event 

Hub. All Web Apps run on App Service Plans with three instances.

Data throughput must be maximized. Latency must be minimized.

You need to implement the Azure Event Hub.

Which settings should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Question 42

DRAG DROP

You are developing a microservices solution. You plan to deploy the solution to a multinode Azure 

Kubernetes Service (AKS) cluster.

You need to deploy a solution that includes the following features:

 reverse proxy capabilities

 configurable traffic routing

 TLS termination with a custom certificate

Which components should you use? To answer, drag the appropriate components to the correct 

requirements. Each component may be used once, more than once, or not at all. You may need to 

drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Question 43

DRAG DROP

You are implementing an order processing system. A point of sale application publishes orders to 

topics in an Azure Service Bus queue. The Label property for the topic includes the following data:

The system has the following requirements for subscriptions:

You need to implement filtering and maximize throughput while evaluating filters.

Which filter types should you implement? To answer, drag the appropriate filter types to the correct 

subscriptions. Each filter type may be used once, more than once, or not at all. You may need to drag

the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Question 44

DRAG DROP

Your company has several websites that use a company logo image. You use Azure Content Delivery 

Network (CDN) to store the static image.

You need to determine the correct process of how the CDN and the Point of Presence (POP) server 

will distribute the image and list the items in the correct order.

In which order do the actions occur? To answer, move all actions from the list of actions to the 

answer area and arrange them in the correct order.
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Question 45

You are developing an Azure Cosmos DB solution by using the Azure Cosmos DB SQL API. The data 

includes millions of documents. Each document may contain hundreds of properties.

The properties of the documents do not contain distinct values for partitioning. Azure Cosmos DB 

must scale individual containers in the database to meet the performance needs of the application 

by spreading the workload evenly across all partitions over time.

You need to select a partition key.

Which two partition keys can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

 a single property value that does not appear frequently in the documents

 a value containing the collection name

 a single property value that appears frequently in the documents

 a concatenation of multiple property values with a random suffix appended

 a hash suffix appended to a property value
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Question 46

HOTSPOT

A company develops a series of mobile games. All games use a single leaderboard service.

You have the following requirements:

You develop the following code to save scores in the data store. (Line numbers are included for 

reference only.)

You develop the following code to query the database. (Line numbers are included for reference 

only.)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

 Code must be scalable and allow for growth.

 Each record must consist of a playerId, gameId, score, and time played.

 When users reach a new high score, the system will save the new score using the SaveScore 

function below.

 Each game is assigned an Id based on the series title.

You plan to store customer information in Azure Cosmos DB. The following data already exists in the 

database:
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Question 47

HOTSPOT

You are developing a solution that uses the Azure Storage Client library for .NET. You have the 

following code: (Line numbers are included for reference only.)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Question 48

You are building a website that uses Azure Blob storage for data storage. You configure Azure Blob 

storage lifecycle to move all blobs to the archive tier after 30 days.

Customers have requested a service-level agreement (SLA) for viewing data older than 30 days.

You need to document the minimum SLA for data recovery.

Which SLA should you use?

 at least two days

 between one and 15 hours

 at least one day

 between zero and 60 minutes

Question 49

HOTSPOT

You are developing a ticket reservation system for an airline.

The storage solution for the application must meet the following requirements:

 Ensure at least 99.99% availability and provide low latency.

 Accept reservations event when localized network outages or other unforeseen failures 

occur.

 Process reservations in the exact sequence as reservations are submitted to minimize 

overbooking or selling the same seat to multiple travelers.

 Allow simultaneous and out-of-order reservations with a maximum five-second tolerance 

window.

You provision a resource group named airlineResourceGroup in the Azure South-Central US region.

You need to provision a SQL API Cosmos DB account to support the app.

How should you complete the Azure CLI commands? To answer, select the appropriate options in the

answer area.

NOTE: Each correct selection is worth one point.
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Question 50

HOTSPOT

You are preparing to deploy a Python website to an Azure Web App using a container. The solution 

will use multiple containers in the same container group. The Dockerfile that builds the container is 

as follows:

You build a container by using the following command. The Azure Container Registry instance named

images is a private registry.

The user name and password for the registry is admin.

The Web App must always run the same version of the website regardless of future builds.

You need to create an Azure Web App to run the website.

How should you complete the commands? To answer, select the appropriate options in the answer 

area.

NOTE: Each correct selection is worth one point.
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Question 51

HOTSPOT

You are developing a back-end Azure App Service that scales based on the number of messages 

contained in a Service Bus queue.

A rule already exists to scale up the App Service when the average queue length of unprocessed and 

valid queue messages is greater than 1000.

You need to add a new rule that will continuously scale down the App Service as long as the scale up 

condition is not met.

How should you configure the Scale rule? To answer, select the appropriate options in the answer 

area.

NOTE: Each correct selection is worth one point.
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Question 52

DRAG DROP

You have an application that uses Azure Blob storage.

You need to update the metadata of the blobs.

Which three methods should you use to develop the solution? To answer, move the appropriate 

methods from the list of methods to the answer area and arrange them in the correct order.
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Question 53

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You are developing an Azure solution to collect point-of-sale (POS) device data from 2,000�stores 

located throughout the world. A single device can produce 2�megabytes (MB) of data every 

24�hours. Each store location has one to five devices that send data.

You must store the device data in Azure Blob storage. Device data must be correlated based on a 

device identifier. Additional stores are expected to open in the future.

You need to implement a solution to receive the device data.

Solution: Provision an Azure Event Grid. Configure the machine identifier as the partition key and 

enable capture.

Does the solution meet the goal?

 Yes

 No
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Implement Azure security (24 questions)

Case Study (3 questions)
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Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you 

would like to complete each case. However, there may be additional case studies and sections on 

this exam. You must manage your time to ensure that you are able to complete all questions 

included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is 

provided in the case study. Case studies might contain exhibits and other resources that provide 

more information about the scenario that is described in the case study. Each question is 

independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your 

answers and to make changes before you move to the next section of the exam. After you begin a 

new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane 

to explore the content of the case study before you answer the questions. Clicking these buttons 

displays information such as business requirements, existing environment, and problem statements. 

When you are ready to answer a question, click the Question button to return to the question.

Background

Overview

You are a developer for Contoso, Ltd. The company has a social networking website that is developed

as a Single Page Application (SPA). The main web application for the social networking website loads 

user uploaded content from blob storage. 

You are developing a solution to monitor uploaded data for inappropriate content. The following 

process occurs when users upload content by using the SPA:

• Messages are sent to ContentUploadService. 

• Content is processed by ContentAnalysisService. 

• After processing is complete, the content is posted to the social network or a rejection message is 

posted in its place. 

The ContentAnalysisService is deployed with Azure Container Instances from a private Azure 

Container Registry named contosoimages. 

The solution will use eight CPU cores.

Azure Active Directory

Contoso, Ltd. uses Azure Active Directory (Azure AD) for both internal and guest accounts.
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Requirements

ContentAnalysisService

The company’s data science group built ContentAnalysisService which accepts user generated 

content as a string and returns a probable value for inappropriate content. Any values over a specific 

threshold must be reviewed by an employee of Contoso, Ltd.

You must create an Azure Function named CheckUserContent to perform the content checks.

Costs

You must minimize costs for all Azure services.

Manual review

To review content, the user must authenticate to the website portion of the ContentAnalysisService 

using their Azure AD credentials. The website is built using React and all pages and API endpoints 

require authentication. In order to review content a user must be part of a ContentReviewer role. All 

completed reviews must include the reviewer’s email address for auditing purposes.

High availability

All services must run in multiple regions. The failure of any service in a region must not impact 

overall application availability.

Monitoring

An alert must be raised if the ContentUploadService uses more than 80 percent of available CPU 

cores.

Security

You have the following security requirements:
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 Any web service accessible over the Internet must be protected from cross site scripting 

attacks.

 All websites and services must use SSL from a valid root certificate authority.

 Azure Storage access keys must only be stored in memory and must be available only to the 

service.

 All Internal services must only be accessible from internal Virtual Networks (VNets).

 All parts of the system must support inbound and outbound traffic restrictions.

 All service calls must be authenticated by using Azure AD.
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User agreements

When a user submits content, they must agree to a user agreement. The agreement allows 

employees of Contoso, Ltd. to review content, store cookies on user devices, and track user’s IP 

addresses.

Information regarding agreements is used by multiple divisions within Contoso, Ltd.

User responses must not be lost and must be available to all parties regardless of individual service 

uptime. The volume of agreements is expected to be in the millions per hour.

Validation testing

When a new version of the ContentAnalysisService is available the previous seven days of content 

must be processed with the new version to verify that the new version does not significantly deviate 

from the old version.

Issues

Users of the ContentUploadService report that they occasionally see HTTP 502 responses on specific 

pages.

Code

ContentUploadService

Question 54

DRAG DROP

You need to add markup at line AM04 to implement the ContentReview role.

How should you complete the markup? To answer, drag the appropriate json segments to the correct

locations. Each json segment may be used once, more than once, or not at all. You may need to drag 

the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Question 55

HOTSPOT

You need to add code at line AM09 to ensure that users can review content using 

ContentAnalysisService.

How should you complete the code? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Question 56

HOTSPOT

You need to ensure that network security policies are met.

How should you configure network security? To answer, select the appropriate options in the answer

area.

NOTE: Each correct selection is worth one point.
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Case Study (2 questions)

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you 

would like to complete each case. However, there may be additional case studies and sections on 

this exam. You must manage your time to ensure that you are able to complete all questions 

included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is 

provided in the case study. Case studies might contain exhibits and other resources that provide 

more information about the scenario that is described in the case study. Each question is 

independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your 

answers and to make changes before you move to the next section of the exam. After you begin a 

new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane 

to explore the content of the case study before you answer the questions. Clicking these buttons 

displays information such as business requirements, existing environment, and problem statements. 

When you are ready to answer a question, click the Question button to return to the question.

Current environment

Windows Server 2016 virtual machine

This virtual machine (VM) runs BizTalk Server 2016. The VM runs the following workflows:

Requirements

Shipping Logic app

The Shipping Logic app must meet the following requirements:

 Support the ocean transport and inland transport workflows by using a Logic App.
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 Support industry-standard protocol X12 message format for various messages including 

vessel content details and arrival notices.

 Secure resources to the corporate VNet and use dedicated storage resources with a fixed 

costing model.

 Maintain on-premises connectivity to support legacy applications and final BizTalk 

migrations.

Shipping Function app

Implement secure function endpoints by using app-level security and include Azure Active Directory 

(Azure AD).

REST APIs

The REST API’s that support the solution must meet the following requirements:

 Secure resources to the corporate VNet.

 Allow deployment to a testing location within Azure while not incurring additional costs.

 Automatically scale to double capacity during peak shipping times while not causing 

application downtime.

 Minimize costs when selecting an Azure payment model.

Shipping data

Data migration from on-premises to Azure must minimize costs and downtime.

Shipping website

Use Azure Content Delivery Network (CDN) and ensure maximum performance for dynamic content 

while minimizing latency and costs.

Issues

Windows Server 2016 VM

The VM shows high network latency, jitter, and high CPU utilization. The VM is critical and has not 

been backed up in the past. The VM must enable a quick restore from a 7-day snapshot to include in-

place restore of disks in case of failure.

Shipping website and REST APIs

The following error message displays while you are testing the website:

Failed to load http://test-shippingapi.wideworldimporters.com/: No 'Access-
Control-Allow-Origin' header is present on the requested resource. Origin '
http://test.wideworldimporters.com/' is therefore not allowed access.
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 Ocean Transport – This workflow gathers and validates container information including 

container contents and arrival notices at various shipping ports.

 Inland Transport – This workflow gathers and validates trucking information including fuel 

usage, number of stops, and routes.

The VM supports the following REST API calls:

 Container API – This API provides container information including weight, contents, and 

other attributes.

 Location API – This API provides location information regarding shipping ports of call and 

trucking stops.

 Shipping REST API – This API provides shipping information for use and display on the 

shipping website.

Shipping Data

The application uses MongoDB JSON document storage database for all container and transport 

information.

Shipping Web Site

The site displays shipping container tracking information and container contents. The site is located 

at http://shipping.wideworldimporters.com/

Proposed solution

The on-premises shipping application must be moved to Azure. The VM has been migrated to a new 

Standard_D16s_v3 Azure VM by using Azure Site Recovery and must remain running in Azure to 

complete the BizTalk component migrations. You create a Standard_D16s_v3 Azure VM to host 

BizTalk Server. The Azure architecture diagram for the proposed solution is shown below:
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Question 57

HOTSPOT

You need to secure the Shipping Function app.

How should you configure the app? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Question 58

You need to secure the Shipping Logic App.

What should you use?

 Azure App Service Environment (ASE)

 Integration Service Environment (ISE)

 VNet service endpoint

 Azure AD B2B integration
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Case Study (6 questions)
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Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you 

would like to complete each case. However, there may be additional case studies and sections on 

this exam. You must manage your time to ensure that you are able to complete all questions 

included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is 

provided in the case study. Case studies might contain exhibits and other resources that provide 

more information about the scenario that is described in the case study. Each question is 

independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your 

answers and to make changes before you move to the next section of the exam. After you begin a 

new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane 

to explore the content of the case study before you answer the questions. Clicking these buttons 

displays information such as business requirements, existing environment, and problem statements. 

When you are ready to answer a question, click the Question button to return to the question.

Background

City Power & Light company provides electrical infrastructure monitoring solutions for homes and 

businesses. The company is migrating solutions to Azure.

Current environment

Architecture overview

The company has a public website located at http://www.cpandl.com/. The site is a single-page web 

application that runs in Azure App Service on Linux. The website uses files stored in Azure Storage 

and cached in Azure Content Delivery Network (CDN) to serve static content.

API Management and Azure Function App functions are used to process and store data in Azure 

Database for PostgreSQL. API Management is used to broker communications to the Azure Function 

app functions for Logic app integration. Logic apps are used to orchestrate the data processing while 

Service Bus and Event Grid handle messaging and events.

The solution uses Application Insights, Azure Monitor, and Azure Key Vault.

Architecture diagram

The company has several applications and services that support their business. The company plans to

implement serverless computing where possible. The overall architecture is shown below.
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User authentication

The following steps detail the user authentication process:

Function app

RequestUserApproval.cs:
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1. The user selects Sign in in the website.

2. The browser redirects the user to the Azure Active Directory (Azure AD) sign in page.

3. The user signs in.

4. Azure AD redirects the user’s session back to the web application. The URL includes an access

token.

5. The web application calls an API and includes the access token in the authentication header. 

The application ID is sent as the audience (‘aud’) claim in the access token.

6. The back-end API validates the access token.

Requirements

Corporate website

 Communications and content must be secured by using SSL.

 Communications must use HTTPS.

 Data must be replicated to a secondary region and three availability zones.

 Data storage costs must be minimized.

Azure Database for PostgreSQL

The database connection string is stored in Azure Key Vault with the following attributes:

 Azure Key Vault name: cpandlkeyvault

 Secret name: PostgreSQLConn

 Id: 80df3e46ffcd4f1cb187f79905e9a1e8

The connection information is updated frequently. The application must always use the latest 

information to connect to the database.

Azure Service Bus and Azure Event Grid

 Azure Event Grid must use Azure Service Bus for queue-based load leveling.

 Events in Azure Event Grid must be routed directly to Service Bus queues for use in buffering.

 Events from Azure Service Bus and other Azure services must continue to be routed to Azure 

Event Grid for processing.

Security

 All SSL certificates and credentials must be stored in Azure Key Vault.

 File access must restrict access by IP, protocol, and Azure AD rights.

 All user accounts and processes must receive only those privileges which are essential to 

perform their intended function.
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Compliance

Auditing of the file updates and transfers must be enabled to comply with General Data Protection 

Regulation (GDPR). The file updates must be read-only, stored in the order in which they occurred, 

include only create, update, delete, and copy operations, and be retained for compliance reasons.

Issues

Corporate website

While testing the site, the following error message displays:
CryptographicException: The system cannot find the file specified.

Function app

You perform local testing for the RequestUserApproval function. The following error message 

displays:
'Timeout value of 00:10:00 exceeded by function: RequestUserApproval'

The same error message displays when you test the function in an Azure development environment 

when you run the following Kusto query:
FunctionAppLogs
| where FunctionName = = "RequestUserApproval"

Logic app

You test the Logic app in a development environment. The following error message displays:
'400 Bad Request'

Troubleshooting of the error shows an HttpTrigger action to call the RequestUserApproval function.

Code

Corporate website

Security.cs:

Question 59

HOTSPOT

You need to retrieve the database connection string.

Which values should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Question 60

DRAG DROP

You need to correct the corporate website error.

Which four actions should you recommend be performed in sequence? To answer, move the 

appropriate actions from the list of actions to the answer area and arrange them in the correct order.
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Question 61

HOTSPOT

You need to configure API Management for authentication.

Which policy values should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Question 62

You need to authenticate the user to the corporate website as indicated by the architectural 

diagram.

Which two values should you use? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

 ID token signature

 ID token claims

 HTTP response code

 Azure AD endpoint URI

 Azure AD tenant ID
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Question 63

HOTSPOT

You need to correct the Azure Logic app error message.

Which configuration values should you use? To answer, select the appropriate options in the answer 

area.

NOTE: Each correct selection is worth one point.
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Question 64

HOTSPOT

You need to configure Azure Service Bus to Event Grid integration.

Which Azure Service Bus settings should you use? To answer, select the appropriate options in the 

answer area.

NOTE: Each correct selection is worth one point.
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Question 65

DRAG DROP

You are developing an application. You have an Azure user account that has access to two 

subscriptions.

You need to retrieve a storage account key secret from Azure Key Vault.

In which order should you arrange the PowerShell commands to develop the solution? To answer, 

move all commands from the list of commands to the answer area and arrange them in the correct 

order.
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Question 66

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen. 

You develop Azure solutions. 

You must grant a virtual machine (VM) access to specific resource groups in Azure Resource 

Manager. 

You need to obtain an Azure Resource Manager access token. 

Solution: Use an X.509 certificate to authenticate the VM with Azure Resource Manager. 

Does the solution meet the goal?

 Yes

 No

Question 67

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen. 

You develop Azure solutions. 

You must grant a virtual machine (VM) access to specific resource groups in Azure Resource 

Manager. 

You need to obtain an Azure Resource Manager access token. 

Solution: Use the Reader role-based access control (RBAC) role to authenticate the VM with Azure 

Resource Manager. 

Does the solution meet the goal?

 Yes

 No
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Question 68

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen. 

You develop Azure solutions. 

You must grant a virtual machine (VM) access to specific resource groups in Azure Resource 

Manager. 

You need to obtain an Azure Resource Manager access token. 

Solution: Run the Invoke-RestMethod cmdlet to make a request to the local managed identity for 

Azure resources endpoint. 

Does the solution meet the goal?

 Yes

 No

Question 69

HOTSPOT

You are building a website to access project data related to teams within your organization. The 

website does not allow anonymous access. Authentication is performed using an Azure Active 

Directory (Azure AD) app named internal.

The website has the following authentication requirements:

 Azure AD users must be able to login to the website.

 Personalization of the website must be based on membership in Active Directory groups.

You need to configure the application’s manifest to meet the authentication requirements.

How should you configure the manifest? To answer, select the appropriate configuration in the 

answer area.

NOTE: Each correct selection is worth one point.
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Question 70

You develop an app that allows users to upload photos and videos to Azure storage. The app uses a 

storage REST API call to upload the media to a blob storage account named Account1. You have blob 

storage containers named Container1 and Container2.

Uploading of videos occurs on an irregular basis.

You need to copy specific blobs from Container1 to Container2 when a new video is uploaded.

What should you do?

 Copy blobs to Container2 by using the Put Blob operation of the Blob Service REST 

API

 Create an Event Grid topic that uses the Start-AzureStorageBlobCopy cmdlet

 Use AzCopy with the Snapshot switch to copy blobs to Container2

 Download the blob to a virtual machine and then upload the blob to Container2
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Question 71

You are developing an ASP.NET Core website that uses Azure FrontDoor. The website is used to build 

custom weather data sets for researchers. Data sets are downloaded by users as Comma Separated 

Value (CSV) files. The data is refreshed every 10 hours.

Specific files must be purged from the FrontDoor cache based upon Response Header values.

You need to purge individual assets from the Front Door cache.

Which type of cache purge should you use?

 single path

 wildcard

 root domain

Question 72

Your company is developing an Azure API.

You need to implement authentication for the Azure API. You have the following requirements:

 All API calls must be secure.

 Callers to the API must not send credentials to the API.

Which authentication mechanism should you use?

 Basic

 Anonymous

 Managed identity

 Client certificate

Question 73

You are a developer for a SaaS company that offers many web services.

All web services for the company must meet the following requirements:

 Use API Management to access the services

 Use OpenID Connect for authentication

 Prevent anonymous usage

A recent security audit found that several web services can be called without any authentication.

Which API Management policy should you implement?
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 jsonp

 authentication-certificate

 check-header

 validate-jwt

Question 74

DRAG DROP

Contoso, Ltd. provides an API to customers by using Azure API Management (APIM). The API 

authorizes users with a JWT token.

You must implement response caching for the APIM gateway. The caching mechanism must detect 

the user ID of the client that accesses data for a given location and cache the response for that user 

ID.

You need to add the following policies to the policies file:

 a set-variable policy to store the detected user identity

 a cache-lookup-value policy

 a cache-store-value policy

 a find-and-replace policy to update the response body with the user profile information

To which policy section should you add the policies? To answer, drag the appropriate sections to the 

correct policies. Each section may be used once, more than once, or not at all. You may need to drag 

the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Question 75

DRAG DROP

You develop a web application.

You need to register the application with an active Azure Active Directory (Azure AD) tenant.

Which three actions should you perform in sequence? To answer, move all actions from the list of 

actions to the answer area and arrange them in the correct order.
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Question 76

You have a new Azure subscription. You are developing an internal website for employees to view 

sensitive data. The website uses Azure Active Directory (Azure AD) for authentication.

You need to implement multifactor authentication for the website.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

 Configure the website to use Azure AD B2C.

 In Azure AD, create a new conditional access policy.

 Upgrade to Azure AD Premium.

 In Azure AD, enable application proxy.

 In Azure AD conditional access, enable the baseline policy.

Question 77

You are developing a Java application that uses Cassandra to store key and value data. You plan to 

use a new Azure Cosmos DB resource and the Cassandra API in the application. You create an Azure 

Active Directory (Azure AD) group named Cosmos DB Creators to enable provisioning of Azure 

Cosmos accounts, databases, and containers.

The Azure AD group must not be able to access the keys that are required to access the data.

You need to restrict access to the Azure AD group.

Which role-based access control should you use?

 DocumentDB Accounts Contributor

 Cosmos Backup Operator

 Cosmos DB Operator

 Cosmos DB Account Reader
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Question 78

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You are developing a website that will run as an Azure Web App. Users will authenticate by using 

their Azure Active Directory (Azure AD) credentials.

You plan to assign users one of the following permission levels for the website: admin, normal, and 

reader. A user’s Azure AD group membership must be used to determine the permission level.

You need to configure authorization.

Solution: Configure the Azure Web App for the website to allow only authenticated requests and 

require Azure AD log on.

Does the solution meet the goal?

 Yes

 No

Question 79

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You are developing a website that will run as an Azure Web App. Users will authenticate by using 

their Azure Active Directory (Azure AD) credentials.

You plan to assign users one of the following permission levels for the website: admin, normal, and 

reader. A user’s Azure AD group membership must be used to determine the permission level.

You need to configure authorization.

Solution:

 Create a new Azure AD application. In the application’s manifest, set value of the 

groupMembershipClaims option to All.
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 In the website, use the value of the groups claim from the JWT for the user to determine 

permissions.

Does the solution meet the goal?

 Yes

 No

Question 80

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You are developing a website that will run as an Azure Web App. Users will authenticate by using 

their Azure Active Directory (Azure AD) credentials.

You plan to assign users one of the following permission levels for the website: admin, normal, and 

reader. A user’s Azure AD group membership must be used to determine the permission level.

You need to configure authorization.

Solution:

 Create a new Azure AD application. In the application’s manifest, define application roles 

that match the required permission levels for the application.

 Assign the appropriate Azure AD group to each role. In the website, use the value of the roles

claim from the JWT for the user to determine permissions.

Does the solution meet the goal?

 Yes

 No
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Question 81

DRAG DROP

You are developing an application to securely transfer data between on-premises file systems and 

Azure Blob storage. The application stores keys, secrets, and certificates in Azure Key Vault. The 

application uses the Azure Key Vault APIs.

The application must allow recovery of an accidental deletion of the key vault or key vault objects. 

Key vault objects must be retained for 90�days after deletion.

You need to protect the key vault and key vault objects.

Which Azure Key Vault feature should you use? To answer, drag the appropriate features to the 

correct actions. Each feature may be used once, more than once, or not at all. You may need to drag 

the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Question 82

You provide an Azure API Management managed web service to clients. The back-end web service 

implements HTTP Strict Transport Security (HSTS).

Every request to the backend service must include a valid HTTP authorization header.

You need to configure the Azure API Management instance with an authentication policy.

Which two policies can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

 Basic Authentication

 Digest Authentication

 Certificate Authentication

 OAuth Client Credential Grant
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Question 83

DRAG DROP

You are developing an ASP.NET Core website that can be used to manage photographs which are 

stored in Azure Blob Storage containers.

Users of the website authenticate by using their Azure Active Directory (Azure AD) credentials.

You implement role-based access control (RBAC) role permissions on the containers that store 

photographs. You assign users to RBAC roles.

You need to configure the website’s Azure AD Application so that user’s permissions can be used 

with the Azure Blob containers.

How should you configure the application? To answer, drag the appropriate setting to the correct 

location. Each setting can be used once, more than once, or not at all. You may need to drag the split 

bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Question 84

HOTSPOT

You are developing an ASP.NET Core app that includes feature flags which are managed by Azure App

Configuration. You create an Azure App Configuration store named AppFeatureFlagStore that 

contains a feature flag named Export.

You need to update the app to meet the following requirements:

 Use the Export feature in the app without requiring a restart of the app.

 Validate users before users are allowed access to secure resources.

 Permit users to access secure resources.

How should you complete the code segment? To answer, select the appropriate options in the 

answer area.
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NOTE: Each correct selection is worth one point.



 

110 Licensed to Berend Post berend.post@it-university.nl

Question 85

You have an application that includes an Azure Web app and several Azure Function apps. 

Application secrets including connection strings and certificates are stored in Azure Key Vault.

Secrets must not be stored in the application or application runtime environment. Changes to Azure 

Active Directory (Azure AD) must be minimized.

You need to design the approach to loading application secrets.

What should you do?

 Create a single user-assigned Managed Identity with permission to access Key Vault 

and configure each App Service to use that Managed Identity.

 Create a single Azure AD Service Principal with permission to access Key Vault and 

use a client secret from within the App Services to access Key Vault.

 Create a system assigned Managed Identity in each App Service with permission to 

access Key Vault.

 Create an Azure AD Service Principal with Permissions to access Key Vault for each 

App Service and use a certificate from within the App Services to access Key Vault.

Question 86

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You are developing a medical records document management website. The website is used to store 

scanned copies of patient intake forms.

If the stored intake forms are downloaded from storage by a third party, the contents of the forms 

must not be compromised.

You need to store the intake forms according to the requirements.

Solution:

1. Create an Azure Key Vault key named skey.

2. Encrypt the intake forms using the public key portion of skey.

3. Store the encrypted data in Azure Blob storage.

Does the solution meet the goal?
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 Yes

 No

Question 87

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You are developing a medical records document management website. The website is used to store 

scanned copies of patient intake forms.

If the stored intake forms are downloaded from storage by a third party, the contents of the forms 

must not be compromised.

You need to store the intake forms according to the requirements.

Solution:

1. Create an Azure Cosmos DB database with Storage Service Encryption enabled.

2. Store the intake forms in the Azure Cosmos DB database.

Does the solution meet the goal?

 Yes

 No
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Question 88

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You are developing a medical records document management website. The website is used to store 

scanned copies of patient intake forms.

If the stored intake forms are downloaded from storage by a third party, the contents of the forms 

must not be compromised.

You need to store the intake forms according to the requirements.

Solution: Store the intake forms as Azure Key Vault secrets.

Does the solution meet the goal?

 Yes

 No
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Monitor, troubleshoot, and optimize Azure solutions (16 
questions)

Case Study (1 questions)
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Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you 

would like to complete each case. However, there may be additional case studies and sections on 

this exam. You must manage your time to ensure that you are able to complete all questions 

included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is 

provided in the case study. Case studies might contain exhibits and other resources that provide 

more information about the scenario that is described in the case study. Each question is 

independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your 

answers and to make changes before you move to the next section of the exam. After you begin a 

new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane 

to explore the content of the case study before you answer the questions. Clicking these buttons 

displays information such as business requirements, existing environment, and problem statements. 

When you are ready to answer a question, click the Question button to return to the question.

Background

Overview

You are a developer for Contoso, Ltd. The company has a social networking website that is developed

as a Single Page Application (SPA). The main web application for the social networking website loads 

user uploaded content from blob storage. 

You are developing a solution to monitor uploaded data for inappropriate content. The following 

process occurs when users upload content by using the SPA:

• Messages are sent to ContentUploadService. 

• Content is processed by ContentAnalysisService. 

• After processing is complete, the content is posted to the social network or a rejection message is 

posted in its place. 

The ContentAnalysisService is deployed with Azure Container Instances from a private Azure 

Container Registry named contosoimages. 

The solution will use eight CPU cores.

Azure Active Directory

Contoso, Ltd. uses Azure Active Directory (Azure AD) for both internal and guest accounts.
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Requirements

ContentAnalysisService

The company’s data science group built ContentAnalysisService which accepts user generated 

content as a string and returns a probable value for inappropriate content. Any values over a specific 

threshold must be reviewed by an employee of Contoso, Ltd.

You must create an Azure Function named CheckUserContent to perform the content checks.

Costs

You must minimize costs for all Azure services.

Manual review

To review content, the user must authenticate to the website portion of the ContentAnalysisService 

using their Azure AD credentials. The website is built using React and all pages and API endpoints 

require authentication. In order to review content a user must be part of a ContentReviewer role. All 

completed reviews must include the reviewer’s email address for auditing purposes.

High availability

All services must run in multiple regions. The failure of any service in a region must not impact 

overall application availability.

Monitoring

An alert must be raised if the ContentUploadService uses more than 80 percent of available CPU 

cores.

Security

You have the following security requirements:
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 Any web service accessible over the Internet must be protected from cross site scripting 

attacks.

 All websites and services must use SSL from a valid root certificate authority.

 Azure Storage access keys must only be stored in memory and must be available only to the 

service.

 All Internal services must only be accessible from internal Virtual Networks (VNets).

 All parts of the system must support inbound and outbound traffic restrictions.

 All service calls must be authenticated by using Azure AD.
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User agreements

When a user submits content, they must agree to a user agreement. The agreement allows 

employees of Contoso, Ltd. to review content, store cookies on user devices, and track user’s IP 

addresses.

Information regarding agreements is used by multiple divisions within Contoso, Ltd.

User responses must not be lost and must be available to all parties regardless of individual service 

uptime. The volume of agreements is expected to be in the millions per hour.

Validation testing

When a new version of the ContentAnalysisService is available the previous seven days of content 

must be processed with the new version to verify that the new version does not significantly deviate 

from the old version.

Issues

Users of the ContentUploadService report that they occasionally see HTTP 502 responses on specific 

pages.

Code

ContentUploadService

Question 89

You need to monitor ContentUploadService according to the requirements.

Which command should you use?

 az monitor metrics alert create –n alert –g … - -scopes … - -
condition "avg Percentage CPU > 8"

 az monitor metrics alert create –n alert –g … - -scopes … - -
condition "avg Percentage CPU > 800"

 az monitor metrics alert create –n alert –g … - -scopes … - -
condition "CPU Usage > 800"

 az monitor metrics alert create –n alert –g … - -scopes … - -
condition "CPU Usage > 8"
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Case Study (2 questions)



 

119 Licensed to Berend Post berend.post@it-university.nl

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you 

would like to complete each case. However, there may be additional case studies and sections on 

this exam. You must manage your time to ensure that you are able to complete all questions 

included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is 

provided in the case study. Case studies might contain exhibits and other resources that provide 

more information about the scenario that is described in the case study. Each question is 

independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your 

answers and to make changes before you move to the next section of the exam. After you begin a 

new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane 

to explore the content of the case study before you answer the questions. Clicking these buttons 

displays information such as business requirements, existing environment, and problem statements. 

When you are ready to answer a question, click the Question button to return to the question.

Background

City Power & Light company provides electrical infrastructure monitoring solutions for homes and 

businesses. The company is migrating solutions to Azure.

Current environment

Architecture overview

The company has a public website located at http://www.cpandl.com/. The site is a single-page web 

application that runs in Azure App Service on Linux. The website uses files stored in Azure Storage 

and cached in Azure Content Delivery Network (CDN) to serve static content.

API Management and Azure Function App functions are used to process and store data in Azure 

Database for PostgreSQL. API Management is used to broker communications to the Azure Function 

app functions for Logic app integration. Logic apps are used to orchestrate the data processing while 

Service Bus and Event Grid handle messaging and events.

The solution uses Application Insights, Azure Monitor, and Azure Key Vault.

Architecture diagram

The company has several applications and services that support their business. The company plans to

implement serverless computing where possible. The overall architecture is shown below.
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User authentication

The following steps detail the user authentication process:

Function app

RequestUserApproval.cs:
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1. The user selects Sign in in the website.

2. The browser redirects the user to the Azure Active Directory (Azure AD) sign in page.

3. The user signs in.

4. Azure AD redirects the user’s session back to the web application. The URL includes an access

token.

5. The web application calls an API and includes the access token in the authentication header. 

The application ID is sent as the audience (‘aud’) claim in the access token.

6. The back-end API validates the access token.

Requirements

Corporate website

 Communications and content must be secured by using SSL.

 Communications must use HTTPS.

 Data must be replicated to a secondary region and three availability zones.

 Data storage costs must be minimized.

Azure Database for PostgreSQL

The database connection string is stored in Azure Key Vault with the following attributes:

 Azure Key Vault name: cpandlkeyvault

 Secret name: PostgreSQLConn

 Id: 80df3e46ffcd4f1cb187f79905e9a1e8

The connection information is updated frequently. The application must always use the latest 

information to connect to the database.

Azure Service Bus and Azure Event Grid

 Azure Event Grid must use Azure Service Bus for queue-based load leveling.

 Events in Azure Event Grid must be routed directly to Service Bus queues for use in buffering.

 Events from Azure Service Bus and other Azure services must continue to be routed to Azure 

Event Grid for processing.

Security

 All SSL certificates and credentials must be stored in Azure Key Vault.

 File access must restrict access by IP, protocol, and Azure AD rights.

 All user accounts and processes must receive only those privileges which are essential to 

perform their intended function.
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Compliance

Auditing of the file updates and transfers must be enabled to comply with General Data Protection 

Regulation (GDPR). The file updates must be read-only, stored in the order in which they occurred, 

include only create, update, delete, and copy operations, and be retained for compliance reasons.

Issues

Corporate website

While testing the site, the following error message displays:
CryptographicException: The system cannot find the file specified.

Function app

You perform local testing for the RequestUserApproval function. The following error message 

displays:
'Timeout value of 00:10:00 exceeded by function: RequestUserApproval'

The same error message displays when you test the function in an Azure development environment 

when you run the following Kusto query:
FunctionAppLogs
| where FunctionName = = "RequestUserApproval"

Logic app

You test the Logic app in a development environment. The following error message displays:
'400 Bad Request'

Troubleshooting of the error shows an HttpTrigger action to call the RequestUserApproval function.

Code

Corporate website

Security.cs:

Question 90

You need to investigate the Azure Function app error message in the development environment.

What should you do?

 Connect Live Metrics Stream from Application Insights to the Azure Function app and 

filter the metrics.

 Create a new Azure Log Analytics workspace and instrument the Azure Function app 

with Application Insights.

 Update the Azure Function app with extension methods from 

Microsoft.Extensions.Logging to log events by using the log instance.
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 Add a new diagnostic setting to the Azure Function app to send logs to Log Analytics.

Question 91

HOTSPOT

You need to configure security and compliance for the corporate website files.

Which Azure Blob storage settings should you use? To answer, select the appropriate options in the 

answer area.

NOTE: Each correct selection is worth one point.
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Case Study (4 questions)
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Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you 

would like to complete each case. However, there may be additional case studies and sections on 

this exam. You must manage your time to ensure that you are able to complete all questions 

included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is 

provided in the case study. Case studies might contain exhibits and other resources that provide 

more information about the scenario that is described in the case study. Each question is 

independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your 

answers and to make changes before you move to the next section of the exam. After you begin a 

new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane 

to explore the content of the case study before you answer the questions. Clicking these buttons 

displays information such as business requirements, existing environment, and problem statements. 

When you are ready to answer a question, click the Question button to return to the question.

Background

You are a developer for Proseware, Inc. You are developing an application that applies a set of 

governance policies for Proseware’s internal services, external services, and applications. The 

application will also provide a shared library for common functionality.

Requirements

Policy service

You develop and deploy a stateful ASP.NET Core 2.1 web application named Policy service to an 

Azure App Service Web App. The application reacts to events from Azure Event Grid and performs 

policy actions based on those events.

The application must include the Event Grid Event ID field in all Application Insights telemetry.

Policy service must use Application Insights to automatically scale with the number of policy actions 

that it is performing.

Policies

Log policy

All Azure App Service Web Apps must write logs to Azure Blob storage. All log files should be saved to

a container named logdrop. Logs must remain in the container for 15�days.
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Authentication events

Authentication events are used to monitor users signing in and signing out. All authentication events 

must be processed by Policy service. Sign outs must be processed as quickly as possible.

PolicyLib

You have a shared library named PolicyLib that contains functionality common to all ASP.NET Core 

web services and applications. The PolicyLib library must:
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LoginEvent.cs

Relevant portions of the app files are shown below. Line numbers are included for reference only and

include a two-character prefix that denotes the specific file to which they belong.

 Exclude non-user actions from Application Insights telemetry.

 Provide methods that allow a web service to scale itself.

 Ensure that scaling actions do not disrupt application usage.

Other

Anomaly detection service

You have an anomaly detection service that analyzes log information for anomalies. It is 

implemented as an Azure Machine Learning model. The model is deployed as a web service. If an 

anomaly is detected, an Azure Function that emails administrators is called by using an HTTP 

WebHook.

Health monitoring

All web applications and services have health monitoring at the /health service endpoint.

Issues

Policy loss

When you deploy Policy service, policies may not be applied if they were in the process of being 

applied during the deployment.

Performance issue

When under heavy load, the anomaly detection service undergoes slowdowns and rejects 
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connections.

Notification latency

Users report that anomaly detection emails can sometimes arrive several minutes after an anomaly 

is detected.

App code

EventGridController.cs

Relevant portions of the app files are shown below. Line numbers are included for reference only and

include a two-character prefix that denotes the specific file to which they belong.

Question 92

DRAG DROP

You need to implement the Log policy.

How should you complete the Azure Event Grid subscription? To answer, drag the appropriate JSON 

segments to the correct locations. Each JSON segment may be used once, more than once, or not at 

all. You may need to drag the split bar between panes to view content.

NOTE: Each correct selection is worth one point.

Question 93

You need to ensure that the solution can meet the scaling requirements for Policy Service.

Which Azure Application Insights data model should you use?

 an Application Insights dependency

 an Application Insights event

 an Application Insights trace

 an Application Insights metric
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Question 94

DRAG DROP

You need to implement telemetry for non-user actions.

How should you complete the Filter class? To answer, drag the appropriate code segments to the 

correct locations. Each code segment may be used once, more than once, or not at all. You may need

to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.



 

131 Licensed to Berend Post berend.post@it-university.nl

Question 95

DRAG DROP

You need to ensure that PolicyLib requirements are met.

How should you complete the code segment? To answer, drag the appropriate code segments to the 

correct locations. Each code segment may be used once, more than once, or not at all. You may need

to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Question 96

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution. Determine whether the solution meets the stated goals. 

You are developing and deploying several ASP.NET web applications to Azure App Service. You plan 

to save session state information and HTML output. 

You must use a storage mechanism with the following requirements: 

 Share session state across all ASP.NET web applications.

 Support controlled, concurrent access to the same session state data for multiple readers 

and a single writer. 

 Save full HTTP responses for concurrent requests.

You need to store the information. 

Proposed Solution: Deploy and configure Azure Cache for Redis. Update the web applications. 

Does the solution meet the goal?

 Yes

 No
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Question 97

HOTSPOT

You are debugging an application that is running on Azure Kubernetes cluster named cluster1. The 

cluster uses Azure Monitor for containers to monitor the cluster.

The application has sticky sessions enabled on the ingress controller.

Some customers report a large number of errors in the application over the last 24 hours.

You need to determine on which virtual machines (VMs) the errors are occurring.

How should you complete the Azure Monitor query? To answer, select the appropriate options in the

answer area.

NOTE: Each correct selection is worth one point.
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Question 98

HOTSPOT

You plan to deploy a web app to App Service on Linux. You create an App Service plan. You create 

and push a custom Docker image that contains the web app to Azure Container Registry.

You need to access the console logs generated from inside the container in real-time.

How should you complete the Azure CLI command? To answer, select the appropriate options in the 

answer area.

NOTE: Each correct selection is worth one point.
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Question 99

You develop and deploy an ASP.NET web app to Azure App Service. You use Application Insights 

telemetry to monitor the app.

You must test the app to ensure that the app is available and responsive from various points around 

the world and at regular intervals. If the app is not responding, you must send an alert to support 

staff.

You need to configure a test for the web app.

Which two test types can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

 integration

 multi-step web

 URL ping

 unit

 load

Question 100

DRAG DROP

A web service provides customer summary information for e-commerce partners. The web service is 

implemented as an Azure Function app with an HTTP trigger. Access to the API is provided by an 

Azure API Management instance. The API Management instance is configured in consumption plan 

mode. All API calls are authenticated by using OAuth.

API calls must be cached. Customers must not be able to view cached data for other customers.

You need to configure API Management policies for caching.

How should you complete the policy statement?
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Question 101

You are developing an ASP.NET Core Web API web service. The web service uses Azure Application 

Insights for all telemetry and dependency tracking. The web service reads and writes data to a 

database other than Microsoft SQL Server.

You need to ensure that dependency tracking works for calls to the third-party database.

Which two dependency telemetry properties should you use? Each correct answer presents part of 

the solution.

NOTE: Each correct selection is worth one point.

 Telemetry.Context.Cloud.RoleInstance

 Telemetry.Id

 Telemetry.Name

 Telemetry.Context.Operation.Id

 Telemetry.Context.Session.Id
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Question 102

HOTSPOT

You are using Azure Front Door Service.

You are expecting inbound files to be compressed by using Brotli compression. You discover that 

inbound XML files are not compressed. The files are 9 megabytes (MB) in size.

You need to determine the root cause for the issue.

To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Question 103

HOTSPOT

You are developing an Azure App Service hosted ASP.NET Core web app to deliver video-on-demand 

streaming media. You enable an Azure Content Delivery Network (CDN) Standard for the web 

endpoint. Customer videos are downloaded from the web app by using the following example URL: 

http://www.contoso.com/content.mp4?quality=1

All media content must expire from the cache after one hour. Customer videos with varying quality 

must be delivered to the closest regional point of presence (POP) node.

You need to configure Azure CDN caching rules.

Which options should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Question 104

DRAG DROP

You develop a web app that uses tier D1 app service plan by using the Web Apps feature of Microsoft

Azure App Service.

Spikes in traffic have caused increases in page load times.

You need to ensure that the web app automatically scales when CPU load is about 85 percent and 

minimize costs.

Which four actions should you perform in sequence? To answer, move the appropriate actions from 

the list of actions to the answer area and arrange them in the correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct

orders you select.
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Question 105

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution. Determine whether the solution meets the stated goals. 

You are developing and deploying several ASP.NET web applications to Azure App Service. You plan 

to save session state information and HTML output. 

You must use a storage mechanism with the following requirements: 

 Share session state across all ASP.NET web applications.

 Support controlled, concurrent access to the same session state data for multiple readers 

and a single writer. 

 Save full HTTP responses for concurrent requests.

You need to store the information. 

Proposed Solution: Enable Application Request Routing (ARR). 

Does the solution meet the goal?

 Yes

 No

Question 106

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution. Determine whether the solution meets the stated goals. 

You are developing and deploying several ASP.NET web applications to Azure App Service. You plan 

to save session state information and HTML output. 

You must use a storage mechanism with the following requirements: 

 Share session state across all ASP.NET web applications.

 Support controlled, concurrent access to the same session state data for multiple readers 

and a single writer. 

 Save full HTTP responses for concurrent requests.

You need to store the information. 

Proposed Solution: Deploy and configure an Azure Database for PostgreSQL. Update the web 

applications. 

Does the solution meet the goal?
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 Yes

 No

Question 107

HOTSPOT

A company is developing a gaming platform. Users can join teams to play online and see 

leaderboards that include player statistics. The solution includes an entity named Team.

You plan to implement an Azure Redis Cache instance to improve the efficiency of data operations 

for entities that rarely change.

You need to invalidate the cache when team data is changed.

How should you complete the code? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Question 108

DRAG DROP

A company has multiple warehouse. Each warehouse contains IoT temperature devices which deliver

temperature data to an Azure Service Bus queue.

You need to send email alerts to facility supervisors immediately if the temperature at a warehouse 

goes above or below specified threshold temperatures.

Which five actions should you perform in sequence? To answer, move the appropriate actions from 

the list of actions to the answer area and arrange them in the correct order.
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Question 109

DRAG DROP

You develop an ASP.NET Core MVC application. You configure the application to track webpages and 

custom events.

You need to identify trends in application usage.

Which Azure Application Insights Usage Analysis features should you use? To answer, drag the 

appropriate features to the correct requirements. Each feature may be used once, more than once, 

or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Question 110

You develop a gateway solution for a public facing news API. The news API back end is implemented 

as a RESTful service and uses an OpenAPI specification.

You need to ensure that you can access the news API by using an Azure API Management service 

instance.

Which Azure PowerShell command should you run?

 Import-AzureRmApiManagementApi -Context $ApiMgmtContext 
-SpecificationFormat "Swagger" -SpecificationPath $SwaggerPath 
-Path $Path

 New-AzureRmApiManagementBackend -Context $ApiMgmtContext-Url 
$Url -Protocol http

 New-AzureRmApiManagement -ResourceGroupName $ResourceGroup 
-Name $Name –Location $Location -Organization $Org 
-AdminEmail $AdminEmail

 New-AzureRmApiManagementBackendProxy -Url $ApiUrl
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Question 111

You are creating a hazard notification system that has a single signaling server which triggers audio 

and visual alarms to start and stop.

You implement Azure Service Bus to publish alarms. Each alarm controller uses Azure Service Bus to 

receive alarm signals as part of a transaction. Alarm events must be recorded for audit purposes. 

Each transaction record must include information about the alarm type that was activated.

You need to implement a reply trail auditing solution.

Which two actions should you perform? Each correct answer resents part of the solution.

NOTE: Each correct selection is worth one point.

 Assign the value of the hazard message SessionID property to the ReplyToSessionId 

property.

 Assign the value of the hazard message MessageId property to the DevileryCount 

property.

 Assign the value of the hazard message SessionID property to the SequenceNumber 

property.

 Assign the value of the hazard message MessageId property to the CorrelationId 

property.

 Assign the value of the hazard message SequenceNumber property to the 

DeliveryCount property.

 Assign the value of the hazard message MessageId property to the SequenceNumber 

property.
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Connect to and consume Azure services and third-party 
services (21 questions)

Case Study (2 questions)
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Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you 

would like to complete each case. However, there may be additional case studies and sections on 

this exam. You must manage your time to ensure that you are able to complete all questions 

included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is 

provided in the case study. Case studies might contain exhibits and other resources that provide 

more information about the scenario that is described in the case study. Each question is 

independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your 

answers and to make changes before you move to the next section of the exam. After you begin a 

new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane 

to explore the content of the case study before you answer the questions. Clicking these buttons 

displays information such as business requirements, existing environment, and problem statements. 

When you are ready to answer a question, click the Question button to return to the question.

Current environment

Windows Server 2016 virtual machine

This virtual machine (VM) runs BizTalk Server 2016. The VM runs the following workflows:

Requirements

Shipping Logic app

The Shipping Logic app must meet the following requirements:

 Support the ocean transport and inland transport workflows by using a Logic App.
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 Support industry-standard protocol X12 message format for various messages including 

vessel content details and arrival notices.

 Secure resources to the corporate VNet and use dedicated storage resources with a fixed 

costing model.

 Maintain on-premises connectivity to support legacy applications and final BizTalk 

migrations.

Shipping Function app

Implement secure function endpoints by using app-level security and include Azure Active Directory 

(Azure AD).

REST APIs

The REST API’s that support the solution must meet the following requirements:

 Secure resources to the corporate VNet.

 Allow deployment to a testing location within Azure while not incurring additional costs.

 Automatically scale to double capacity during peak shipping times while not causing 

application downtime.

 Minimize costs when selecting an Azure payment model.

Shipping data

Data migration from on-premises to Azure must minimize costs and downtime.

Shipping website

Use Azure Content Delivery Network (CDN) and ensure maximum performance for dynamic content 

while minimizing latency and costs.

Issues

Windows Server 2016 VM

The VM shows high network latency, jitter, and high CPU utilization. The VM is critical and has not 

been backed up in the past. The VM must enable a quick restore from a 7-day snapshot to include in-

place restore of disks in case of failure.

Shipping website and REST APIs

The following error message displays while you are testing the website:

Failed to load http://test-shippingapi.wideworldimporters.com/: No 'Access-
Control-Allow-Origin' header is present on the requested resource. Origin '
http://test.wideworldimporters.com/' is therefore not allowed access.
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 Ocean Transport – This workflow gathers and validates container information including 

container contents and arrival notices at various shipping ports.

 Inland Transport – This workflow gathers and validates trucking information including fuel 

usage, number of stops, and routes.

The VM supports the following REST API calls:

 Container API – This API provides container information including weight, contents, and 

other attributes.

 Location API – This API provides location information regarding shipping ports of call and 

trucking stops.

 Shipping REST API – This API provides shipping information for use and display on the 

shipping website.

Shipping Data

The application uses MongoDB JSON document storage database for all container and transport 

information.

Shipping Web Site

The site displays shipping container tracking information and container contents. The site is located 

at http://shipping.wideworldimporters.com/

Proposed solution

The on-premises shipping application must be moved to Azure. The VM has been migrated to a new 

Standard_D16s_v3 Azure VM by using Azure Site Recovery and must remain running in Azure to 

complete the BizTalk component migrations. You create a Standard_D16s_v3 Azure VM to host 

BizTalk Server. The Azure architecture diagram for the proposed solution is shown below:
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Question 112

DRAG DROP

You need to support the message processing for the ocean transport workflow.

Which four actions should you perform in sequence? To answer, move the appropriate actions from 

the list of actions to the answer area and arrange them in the correct order.

Question 113

You need to support the requirements for the Shipping Logic App.

What should you use?

 Azure Active Directory Application Proxy

 Site-to-Site (S2S) VPN connection

 On-premises Data Gateway

 Point-to-Site (P2S) VPN connection
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Case Study (2 questions)
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Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you 

would like to complete each case. However, there may be additional case studies and sections on 

this exam. You must manage your time to ensure that you are able to complete all questions 

included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is 

provided in the case study. Case studies might contain exhibits and other resources that provide 

more information about the scenario that is described in the case study. Each question is 

independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your 

answers and to make changes before you move to the next section of the exam. After you begin a 

new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane 

to explore the content of the case study before you answer the questions. Clicking these buttons 

displays information such as business requirements, existing environment, and problem statements. 

When you are ready to answer a question, click the Question button to return to the question.

Background

City Power & Light company provides electrical infrastructure monitoring solutions for homes and 

businesses. The company is migrating solutions to Azure.

Current environment

Architecture overview

The company has a public website located at http://www.cpandl.com/. The site is a single-page web 

application that runs in Azure App Service on Linux. The website uses files stored in Azure Storage 

and cached in Azure Content Delivery Network (CDN) to serve static content.

API Management and Azure Function App functions are used to process and store data in Azure 

Database for PostgreSQL. API Management is used to broker communications to the Azure Function 

app functions for Logic app integration. Logic apps are used to orchestrate the data processing while 

Service Bus and Event Grid handle messaging and events.

The solution uses Application Insights, Azure Monitor, and Azure Key Vault.

Architecture diagram

The company has several applications and services that support their business. The company plans to

implement serverless computing where possible. The overall architecture is shown below.
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User authentication

The following steps detail the user authentication process:

Function app

RequestUserApproval.cs:
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1. The user selects Sign in in the website.

2. The browser redirects the user to the Azure Active Directory (Azure AD) sign in page.

3. The user signs in.

4. Azure AD redirects the user’s session back to the web application. The URL includes an access

token.

5. The web application calls an API and includes the access token in the authentication header. 

The application ID is sent as the audience (‘aud’) claim in the access token.

6. The back-end API validates the access token.

Requirements

Corporate website

 Communications and content must be secured by using SSL.

 Communications must use HTTPS.

 Data must be replicated to a secondary region and three availability zones.

 Data storage costs must be minimized.

Azure Database for PostgreSQL

The database connection string is stored in Azure Key Vault with the following attributes:

 Azure Key Vault name: cpandlkeyvault

 Secret name: PostgreSQLConn

 Id: 80df3e46ffcd4f1cb187f79905e9a1e8

The connection information is updated frequently. The application must always use the latest 

information to connect to the database.

Azure Service Bus and Azure Event Grid
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 Azure Event Grid must use Azure Service Bus for queue-based load leveling.

 Events in Azure Event Grid must be routed directly to Service Bus queues for use in buffering.

 Events from Azure Service Bus and other Azure services must continue to be routed to Azure 

Event Grid for processing.

Security

 All SSL certificates and credentials must be stored in Azure Key Vault.

 File access must restrict access by IP, protocol, and Azure AD rights.

 All user accounts and processes must receive only those privileges which are essential to 

perform their intended function.

Compliance

Auditing of the file updates and transfers must be enabled to comply with General Data Protection 

Regulation (GDPR). The file updates must be read-only, stored in the order in which they occurred, 

include only create, update, delete, and copy operations, and be retained for compliance reasons.

Issues

Corporate website

While testing the site, the following error message displays:
CryptographicException: The system cannot find the file specified.

Function app

You perform local testing for the RequestUserApproval function. The following error message 

displays:
'Timeout value of 00:10:00 exceeded by function: RequestUserApproval'

The same error message displays when you test the function in an Azure development environment 

when you run the following Kusto query:
FunctionAppLogs
| where FunctionName = = "RequestUserApproval"

Logic app

You test the Logic app in a development environment. The following error message displays:
'400 Bad Request'

Troubleshooting of the error shows an HttpTrigger action to call the RequestUserApproval function.

Code

Corporate website

Security.cs:
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Question 114

HOTSPOT

You need to configure the integration for Azure Service Bus and Azure Event Grid.

How should you complete the CLI statement? To answer, select the appropriate options in the 

answer area.

NOTE: Each correct selection is worth one point.

Question 115

You need to ensure that all messages from Azure Event Grid are processed.

What should you use?

 Azure Event Grid topic

 Azure Service Bus topic

 Azure Service Bus queue

 Azure Storage queue

 Azure Logic App custom connector
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Case Study (3 questions)
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Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you 

would like to complete each case. However, there may be additional case studies and sections on 

this exam. You must manage your time to ensure that you are able to complete all questions 

included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is 

provided in the case study. Case studies might contain exhibits and other resources that provide 

more information about the scenario that is described in the case study. Each question is 

independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your 

answers and to make changes before you move to the next section of the exam. After you begin a 

new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane 

to explore the content of the case study before you answer the questions. Clicking these buttons 

displays information such as business requirements, existing environment, and problem statements. 

When you are ready to answer a question, click the Question button to return to the question.

Background

You are a developer for Proseware, Inc. You are developing an application that applies a set of 

governance policies for Proseware’s internal services, external services, and applications. The 

application will also provide a shared library for common functionality.

Requirements

Policy service

You develop and deploy a stateful ASP.NET Core 2.1 web application named Policy service to an 

Azure App Service Web App. The application reacts to events from Azure Event Grid and performs 

policy actions based on those events.

The application must include the Event Grid Event ID field in all Application Insights telemetry.

Policy service must use Application Insights to automatically scale with the number of policy actions 

that it is performing.

Policies

Log policy

All Azure App Service Web Apps must write logs to Azure Blob storage. All log files should be saved to

a container named logdrop. Logs must remain in the container for 15�days.
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Authentication events

Authentication events are used to monitor users signing in and signing out. All authentication events 

must be processed by Policy service. Sign outs must be processed as quickly as possible.

PolicyLib

You have a shared library named PolicyLib that contains functionality common to all ASP.NET Core 

web services and applications. The PolicyLib library must:
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LoginEvent.cs

Relevant portions of the app files are shown below. Line numbers are included for reference only and

include a two-character prefix that denotes the specific file to which they belong.

 Exclude non-user actions from Application Insights telemetry.

 Provide methods that allow a web service to scale itself.

 Ensure that scaling actions do not disrupt application usage.

Other

Anomaly detection service

You have an anomaly detection service that analyzes log information for anomalies. It is 

implemented as an Azure Machine Learning model. The model is deployed as a web service. If an 

anomaly is detected, an Azure Function that emails administrators is called by using an HTTP 

WebHook.

Health monitoring

All web applications and services have health monitoring at the /health service endpoint.

Issues

Policy loss

When you deploy Policy service, policies may not be applied if they were in the process of being 

applied during the deployment.

Performance issue

When under heavy load, the anomaly detection service undergoes slowdowns and rejects 
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connections.

Notification latency

Users report that anomaly detection emails can sometimes arrive several minutes after an anomaly 

is detected.

App code

EventGridController.cs

Relevant portions of the app files are shown below. Line numbers are included for reference only and

include a two-character prefix that denotes the specific file to which they belong.

Question 116

DRAG DROP

You need to add code at line EG15 in EventGridController.cs to ensure that the Log policy applies to 

all services.

How should you complete the code? To answer, drag the appropriate code segments to the correct 

locations. Each code segment may be used once, more than once, or not at all. You may need to drag

the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Question 117

HOTSPOT

You need to insert code at line LE03 of LoginEvent.cs to ensure that all authentication events are 

processed correctly.

How should you complete the code? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Question 118

HOTSPOT

You need to implement the Log policy.

How should you complete the EnsureLogging method in EventGridController.cs? To answer, select 

the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Question 119

HOTSPOT

You are working for Contoso, Ltd.

You define an API Policy object by using the following XML markup:

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Question 120

You are developing a solution that will use Azure messaging services.

You need to ensure that the solution uses a publish-subscribe model and eliminates the need for 

constant polling.

What are two possible ways to achieve the goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

 Service Bus

 Event Hub

 Event Grid

 Queue

Question 121

A company is implementing a publish-subscribe (Pub/Sub) messaging component by using Azure 

Service Bus. You are developing the first subscription application.

In the Azure portal you see that messages are being sent to the subscription for each topic. You 

create and initialize a subscription client object by supplying the correct details, but the subscription 

application is still not consuming the messages.

You need to ensure that the subscription client processes all messages.

Which code segment should you use?

 await subscriptionClient.AddRuleAsync(new 
RuleDescription(RuleDescription.DefaultRuleName, new TrueFilter()));

 subscriptionClient = new 
SubscriptionClient(ServiceBusConnectionString, TopicName, 
SubscriptionName);

 await subscriptionClient.CloseAsync();

 subscriptionClient.RegisterMessageHandler(ProcessMessagesAsync,
messageHandlerOptions);
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Question 122

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You are developing an Azure Service application that processes queue data when it receives a 

message from a mobile application. Messages may not be sent to the service consistently.

You have the following requirements:

 Queue size must not grow larger than 80 gigabytes (GB).

 Use first-in-first-out (FIFO) ordering of messages.

 Minimize Azure costs.

You need to implement the messaging solution.

Solution: Use the .Net API to add a message to an Azure Storage Queue from the mobile application. 

Create an Azure VM that is triggered from Azure Storage Queue events.

Does the solution meet the goal?

 Yes

 No

Question 123

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You are developing an Azure Service application that processes queue data when it receives a 

message from a mobile application. Messages may not be sent to the service consistently.

You have the following requirements:

 Queue size must not grow larger than 80 gigabytes (GB).

 Use first-in-first-out (FIFO) ordering of messages.

 Minimize Azure costs.
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You need to implement the messaging solution.

Solution: Use the .Net API to add a message to an Azure Service Bus Queue from the mobile 

application. Create an Azure Windows VM that is triggered from Azure Service Bus Queue.

Does the solution meet the goal?

 Yes

 No

Question 124

DRAG DROP

You have an application that provides weather forecasting data to external partners. You use Azure 

API Management to publish APIs.

You must change the behavior of the API to meet the following requirements:

 Support alternative input parameters

 Remove formatting text from responses

 Provide additional context to back-end services

Which types of policies should you implement? To answer, drag the policy types to the correct 

scenarios. Each policy type may be used once, more than once, or not at all. You may need to drag 

the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Question 125

You are developing an e-commerce solution that uses a microservice architecture.

You need to design a communication backplane for communicating transactional messages between 

various parts of the solution. Messages must be communicated in first-in-first-out (FIFO) order.

What should you use?

 Azure Storage Queue

 Azure Event Hub

 Azure Service Bus

 Azure Event Grid
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Question 126

DRAG DROP

A company backs up all manufacturing data to Azure Blob Storage. Admins move blobs from hot 

storage to archive tier storage every month.

You must automatically move blobs to Archive tier after they have not been modified within 180 

days. The path for any item that is not archived must be placed in an existing queue. This operation 

must be performed automatically once a month. You set the value of TierAgeInDays to -180.

How should you configure the Logic App? To answer, drag the appropriate triggers or action blocks to

the correct trigger or action slots. Each trigger or action block may be used once, more than once, or 

not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Question 127

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You are developing an Azure Service application that processes queue data when it receives a 

message from a mobile application. Messages may not be sent to the service consistently.

You have the following requirements:

 Queue size must not grow larger than 80 gigabytes (GB).

 Use first-in-first-out (FIFO) ordering of messages.

 Minimize Azure costs.

You need to implement the messaging solution.

Solution: Use the .Net API to add a message to an Azure Service Bus Queue from the mobile 

application. Create an Azure Function App that uses an Azure Service Bus Queue trigger.

Does the solution meet the goal?

 Yes

 No
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Question 128

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You are developing an Azure solution to collect point-of-sale (POS) device data from 2,000 stores 

located throughout the world. A single device can produce 2 megabytes (MB) of data every 24 hours.

Each store location has one to five devices that send data.

You must store the device data in Azure Blob storage. Device data must be correlated based on a 

device identifier. Additional stores are expected to open in the future.

You need to implement a solution to receive the device data.

Solution: Provision an Azure Notification Hub. Register all devices with the hub.

Does the solution meet the goal?

 Yes

 No
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Question 129

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You are developing an Azure solution to collect point-of-sale (POS) device data from 2,000 stores 

located throughout the world. A single device can produce 2 megabytes (MB) of data every 24 hours.

Each store location has one to five devices that send data.

You must store the device data in Azure Blob storage. Device data must be correlated based on a 

device identifier. Additional stores are expected to open in the future.

You need to implement a solution to receive the device data.

Solution: Provision an Azure Service Bus. Configure a topic to receive the device data by using a 

correlation filter.

Does the solution meet the goal?

 Yes

 No
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Question 130

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You are developing an Azure solution to collect point-of-sale (POS) device data from 2,000 stores 

located throughout the world. A single device can produce 2 megabytes (MB) of data every 24 hours.

Each store location has one to five devices that send data.

You must store the device data in Azure Blob storage. Device data must be correlated based on a 

device identifier. Additional stores are expected to open in the future.

You need to implement a solution to receive the device data.

Solution: Provision an Azure Event Grid. Configure event filtering to evaluate the device identifier.

Does the solution meet the goal?

 Yes

 No
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Question 131

DRAG DROP

You manage several existing Logic Apps.

You need to change definitions, add new logic, and optimize these apps on a regular basis.

What should you use? To answer, drag the appropriate tools to the correct functionalities. Each tool 

may be used once, more than once, or not at all. You may need to drag the split bar between panes 

or scroll to view content.

NOTE: Each correct selection is worth one point.



 

175 Licensed to Berend Post berend.post@it-university.nl

Question 132

A company is developing a solution that allows smart refrigerators to send temperature information 

to a central location.

The solution must receive and store messages until they can be processed. You create an Azure 

Service Bus instance by providing a name, pricing tier, subscription, resource group, and location.

You need to complete the configuration.

Which Azure CLI or PowerShell command should you run?








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Question 133

HOTSPOT

You are developing an application that uses Azure Storage Queues.

You have the following code:

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Question 134

A company is developing a solution that allows smart refrigerators to send temperature information 

to a central location.

The solution must receive and store messages until they can be processed. You create an Azure 

Service Bus instance by providing a name, pricing tier, subscription, resource group, and location.

You need to complete the configuration.

Which Azure CLI or PowerShell command should you run?









Question 135

Note: This question is part of a series of questions that present the same scenario. Each question in

the series contains a unique solution that might meet the stated goals. Some question sets might 

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen.

You are developing an Azure Service application that processes queue data when it receives a 

message from a mobile application. Messages may not be sent to the service consistently.

You have the following requirements:

 Queue size must not grow larger than 80 gigabytes (GB).

 Use first-in-first-out (FIFO) ordering of messages.

 Minimize Azure costs.
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You need to implement the messaging solution.

Solution: Use the .Net API to add a message to an Azure Storage Queue from the mobile application. 

Create an Azure Function App that uses an Azure Storage Queue trigger.

Does the solution meet the goal?

 Yes

 No

Question 136

DRAG DROP

You develop software solutions for a mobile delivery service. You are developing a mobile app that 

users can use to order from a restaurant in their area. The app uses the following workflow:

1. A driver selects the restaurants from which they will deliver orders.

2. Orders are sent to all available drivers in an area.

3. Only orders for the selected restaurants will appear for the driver.

4. The first driver to accept an order removes it from the list of available orders.

You need to implement an Azure Service Bus solution.

Which three actions should you perform in sequence? To answer, move the appropriate actions from

the list of actions to the answer area and arrange them in the correct order.
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Question 137

HOTSPOT

You develop a news and blog content app for Windows devices.

A notification must arrive on a user’s device when there is a new article available for them to view.

You need to implement push notifications.

How should you complete the code segment? To answer, select the appropriate options in the 

answer area.

NOTE: Each correct selection is worth one point.
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Question 138

You are developing an Azure messaging solution.

You need to ensure that the solution meets the following requirements:

 Provide transactional support.

 Provide duplicate detection.

 Store the messages for an unlimited period of time.

Which two technologies will meet the requirements? Each correct answer presents a complete 

solution.

NOTE: Each correct selection is worth one point.

 Azure Service Bus Topic

 Azure Service Bus Queue

 Azure Storage Queue

 Azure Event Hub
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Question 139

HOTSPOT

You are developing an application that uses Azure Storage Queues.

You have the following code:

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.


